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CCNA Tutorial for Beginners

Introduction

Overwhelmed by complicated networking terms or don’t know where to start your IT
career? Many novices get really lost in the presence of the great world of networking.
This CCNA tutorial is going to be your clear, structured way to master all the basics of
Cisco networking. We will demystify routing, switching, IP addressing, and security,
building your skills from scratch so you can confidently pursue a highly-paid networking

role.

Ready to see down the road? Check out the full CCNA course syllabus to start your

transformation!

Why Students or Freshers Learn CCNA?
CCNA training is important for freshers and students as it builds the necessary

foundation for a successful career in IT networking.

e Industry Standard Skills: CCNA is an internationally recognized certification
that ensures your proficiency in the basics of networking concepts, equipment,
and protocols such as TCP/IP, OSPF, and VLANSs.


https://www.softlogicsys.in/ccna-course-syllabus/

e High Employability: It opens doors to entry-level positions like Network
Technician, Help Desk Engineer, and Junior Network Administrator, making you
immediately marketable.

e Career Advancement: This is the first step in a well-defined certification track
that leads to better positions such as Network Engineer and Architect.

e Practical Knowledge: You acquire practical know-how to configure and
troubleshoot Cisco routers and switches, which are the backbone of any
enterprise network.

o Better Salary Potential: Certified professionals generally receive higher starting

salaries than their non-certified counterparts.

Ready to land your first networking job? Master the essential technical knowledge with

our CCNA Interview Questions and Answers!

Take your Knowledge
Test Report A

Step-by-Step CCNA Tutorial for Beginners

This CCNA tutorial for beginners is a comprehensive guide to the foundational concepts
and practical configurations required for the CCNA certification. We are going to use an
industry-standard simulation tool called Cisco Packet Tracer for the explanation of the

concepts.

Step 1. Installation and Setup: Your Virtual Lab Environment
Before you start any theory, you need a place to practice. Cisco Packet Tracer is the

basic, free-to-use tool for CCNA students.

Step 1.1: Download and Install Cisco Packet Tracer
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e Get Packet Tracer: You must enroll in a free Cisco Networking Academy
NetAcad course such as “Introduction to Networks” to obtain legitimate access to
the software.

e Download: Once registered, download the latest available version of Packet
Tracer compatible with your operating system (Windows, macQOS, or Linux).

e Install: Follow the installation wizard.

e Log In: Open Packet Tracer and log in using your Cisco NetAcad username and

password.

Step 1.2: Getting Familiar with the Packet Tracer Interface

The Packet Tracer interface is divided into several key areas:

e Logical vs. Physical View (Top Bar): You will be working primarily in the Logical
workspace.

e Device Types Bottom Left: Network devices icons, such as Routers, Switches,
End Devices, etc.

e Device Selection Bottom: Middle This will display specific models of the
selected device type, such as the 2960 Switch or the 4321 Router.

e Workspace (Center): Here is where you drag, drop, and connect devices.

e CLI Tab: When you click on a device, this is the command-line interface where

you will be performing all configurations.

The CCNA starts with an understanding of how data moves across the network.

Step 2.1: The OSI and TCP/IP Models

These models define how different networking functions are grouped into layers. For

modern networking, the most practical is the TCP/IP Model.

OSl Layer TCPI/IP Layer Function Core Protocols




air)

7. Application 4. Application User interface and | HTTP, DNS, DHCP,
network services FTP

6. Presentation Data formatting, JPEG, MPEG, TLS
encryption

5. Session Maintaining RPC, NetBIOS
communication
sessions

4. Transport 3. Transport Reliable (TCP) or TCP, UDP
fast (UDP) data
delivery

3. Network 2. Internet Routing data IP, ICMP
across networks
(Logical
Addressing)

2. Data Link 1. Network Access | Framing and Media | Ethernet, ARP
Access (Physical
Addressing)

1. Physical Transmitting bits 802.3, USB,
over media (cables, | RS-232

Step 2.2: The Role of Network Devices

e Routers: Operate at the Network Layer (Layer 3). They connect different

networks and make forwarding decisions based on IP Addresses.




e Switches: Operate at the Data Link Layer (Layer 2). They connect devices within
the same network (LAN) and make forwarding decisions based on MAC
Addresses.

e End Devices: Computers, servers, IP phones, etc. They are the source and

destination of data.

IP addressing is how every device on the network is uniquely identified. Subnetting is

the skill of dividing a large network into smaller, manageable subnets.

Step 3.1: IPv4 Address Structure
An IPv4 address (192.168.1.1) is 32 bits long, divided into a Network Portion and a Host

Portion. The Subnet Mask (e.g., 255.255 .255.0 or /24) defines which part is which.

e Network Address: The first address in a subnet; the host bits are all Os. (e.g.,
192.168.1.0/24)

e Broadcast Address: The last address in a subnet; the host bits are all 1s. Used
to send data to all devices in the subnet. (e.g., 192.168.1.255/24)

e Host Addresses: All addresses in between, assigned to end devices and router
interfaces. (e.g., 192.168.1.1 to 192.168.1.254)

Step 3.2: Subnetting (The Essential CCNA Skill)
Subnetting (specifically VLSM — Variable Length Subnet Masking) is a method to use IP

address space efficiently.
Example: Subnetting the 192.168.1.0/24 network to create 4 subnets:

To get 4 subnets, we need 2 host bits to be borrowed to form the subnet portion (272 =
4). The new mask is /26.

e Original Mask: 255.255.255.0 (24 bits)



e New Mask: 255.255.255.192 (26 bits, since 128+64 = 192)

e Block Size/llncrement: The host bits borrowed are in the 192 place. The next

significant bit is the 64 place. So, the size of each subnet is 64 addresses.

Subnet ID Network First Host Last Host Broadcast
Address Address

1 192.168.1.0 192.168.1.1 192.168.1.62 192.168.1.63

2 192.168.1.64 192.168.1.65 192.168.1.126 | 192.168.1.127

3 192.168.1.128 | 192.168.1.129 | 192.168.1.190 | 192.168.1.191

4 192.168.1.192 | 192.168.1.193 | 192.168.1.254 | 192.168.1.255

The CLI Most of your CCNA work will be to configure the devices using the CLI.

Step 4.1: Initial Router and Switch Setup

e Access the Device: Click on a device in Packet Tracer and open the CLI tab.

e |Initial Access: Type enable to enter privileged EXEC mode.

e Enter Configuration Mode: Type configure terminal (or conf t).

Step 4.2: Configuring IP on a Router Interface

Router interfaces are gateways for hosts on a network.

R1> enable

R1# configure terminal

R1(config)# interface gigabitethernet 0/0/0




R1(config-if)# ip address 192.168.1.1 255.255.255.0 <- Assigns IP and Subnet Mask
R1(config-if)# no shutdown <- Activates the interface

R1(config-if)# exit

R1(config)# exit

R1# copy running-config startup-config

Step 4.3: Configuring IP on a Switch (SVI)

Switches require an IP address only for remote management purposes, such as
SSH/Telnet. This is configured on a Switch Virtual Interface (SVI); normally, VLAN 1 is

used.

Code Snippet

S1> enable

S1# configure terminal

S1(config)# interface vian 1

S1(config-if)# ip address 192.168.1.10 255.255.255.0

S1(config-if)# no shutdown

S1(config-if)# exit

S1(config)# ip default-gateway 192.168.1.1 <- Needed for S1 to reach outside its LAN

S1(config)# exit



S1# copy running-config startup-config

Layer 2 focuses on effectively connecting the local devices using switches.

Step 5.1: The Switch MAC Address Table

Switches use the MAC Address Table to rapidly forward frames to the correct

destination port.

e On the arrival of a frame, the switch reads the source MAC address and stores
its entry MAC, Port, VLAN in the table.

e The switch forwards the frame out the specific port if the destination MAC
address is known.

e If the destination MAC address is unknown, a switch floods the frame out all

ports except the ingress port to find the destination.

To display the table: show mac address-table

Step 5.2: VLANSs (Virtual Local Area Networks)

VLANs segment a single physical switch into multiple logical networks, enhancing

security and efficiency by breaking up a single broadcast domain.
Creating VLANs on a Switch

S1# configure terminal

S1(config)# vian 10

S1(config-vlan)# name IT_Dept

S1(config-vlan)# exit



S1(config)# vian 20

S1(config-vlan)# name HR_Dept

S1(config-vlan)# exit

Assigining Ports to a VLAN

S1(config)# interface fastethernet 0/1

S1(config-if)# switchport mode access <- Port is dedicated to one VLAN
S1(config-if)# switchport access vian 10

S1(config-if)# exit

Step 5.3: Trunks

A trunk link is a single physical connection between two switches or from a switch to a
router that can carry traffic of multiple VLANSs. This is achieved by using the 802.1Q
tagging protocol.

Code Example:
S1(config)# interface gigabitethernet 0/1
S1(config-if)# switchport mode trunk <- Sets the port to trunking mode

S1(config-if)# switchport trunk allowed vian 10,20 <- Restricts allowed VLANs
(Optional, good practice)

S1(config-if)# exit



Routing refers to the process of moving data across different networks. Routers inspect

the destination IP address and then consult their routing table.

Step 6.1: Inter-VLAN Routing (Router-on-a-Stick)

To allow devices in different VLANs on the same switch to communicate, we use a

single router interface configured with multiple sub-interfaces, each for a different VLAN.
R1# configure terminal

R1(config)# interface gigabitethernet 0/0/0.10 <- Sub-interface for VLAN 10
R1(config-subif)# encapsulation dot1q 10 <- Associates sub-interface with VLAN 10
R1(config-subif)# ip address 192.168.10.1 255.255.255.0

R1(config-subif)# no shutdown

R1(config-subif)# exit

R1(config)# interface gigabitethernet 0/0/0.20 <- Sub-interface for VLAN 20
R1(config-subif)# encapsulation dot1q 20 <- Associates sub-interface with VLAN 20
R1(config-subif)# ip address 192.168.20.1 255.255.255.0

R1(config-subif)# no shutdown

R1(config-subif)# exit

Step 6.2: Static Routing

Static routes are manually configured by an administrator and are used for small, simple

networks.



Scenario: Router R1 needs a path to the network 10.10.10.0/24, which is reachable via
the next-hop router R2’s IP address 192.168.5.2.

R1(config)# ip route 10.10.10.0 255.255.255.0 192.168.5.2

e 10.10.10.0: Destination Network

e 255.255.255.0: Subnet Mask of the Destination Network

e 192.168.5.2: Next-Hop Router’s IP Address (The next device to send the packet
to)

Step 6.3: Default Static Route

A default route is a static route for which the destination is all networks, represented
as0.0.0.0/0. It is often referred to as the “Gateway of Last Resort” and points to the

Internet Service Provider (ISP) router.

R1(config)# ip route 0.0.0.0 0.0.0.0 203.0.113.1

These services are crucial for the day-to-day functioning of any modern network.

Step 7.1: DHCP - Dynamic Host Configuration Protocol

DHCP automatically assigns IP addresses, subnet masks, and default gateways to end

devices, thus preventing errors in manual configurations.

Configuring DHCP on a Cisco Router

Exclude Addresses: Define a pool of addresses the DHCP server should NOT assign;

static devices will use these-for example, the router and server interfaces.
R1(config)# ip dhcp excluded-address 192.168.1.1 192.168.1.10

Setup a DHCP Pool: Specify the network settings to distribute.



R1(config)# ip dhcp pool LAN-POOL

R1(config-dhcp)# network 192.168.1.0 255.255.255.0

R1(config-dhcp)# default-router 192.168.1.1  <- The gateway for the clients
R1(config-dhcp)# dns-server 8.8.8.8 <- Google’s public DNS server

R1(config-dhcp)# exit

Step 7.2: NAT — Network Address Translation

NAT translates private IP addresses (internal, non-routable) into public IP addresses
(external, routable), allowing multiple devices to share a single public IP to reach the

internet. This is an important function in terms of IPv4 address conservation.

PAT (Port Address Translation) — The Most Common Form

PAT (commonly referred to as NAT Overload) uses one public IP address combined

with unique source port numbers, distinguishing one internal host from another.
Inside/Outside Interfaces:

R1(config)# interface gigabitethernet 0/0/1 <- Internal (LAN) interface
R1(config-if)# ip nat inside

R1(config-if)# exit

R1(config)# interface gigabitethernet 0/0/0 <- External (WAN/ISP) interface
R1(config-if)# ip nat outside

R1(config-if)# exit



Identify Internal Hosts: Determine which private IP addresses are to be translated by

using an Access Control List.

R1(config)# access-list 1 permit 192.168.1.0 0.0.0.255

Apply NAT with Overload (PAT)

R1(config)# ip nat inside source list 1 interface gigabitethernet 0/0/0 overload

To verify NAT: show ip not translations

ACLs are ordered lists of permit or deny conditions that filter traffic based on criteria

such as source IP, destination IP, and port number.

Step 8.1: Standard ACL Configuration
Standard ACLs filter traffic based only on the Source IP Address. They should be

placed as close to the destination as possible.

Scenario: Block traffic from network 192.168.1.0/24 from reaching the server
10.10.10.5.

Create the ACL.:

R1(config)# access-list 10 deny 192.168.1.0 0.0.0.255

R1(config)# access-list 10 permit any <- Essential last line to allow all other traffic
R1(config)# exit

Apply the ACL to the interface (Near to the Destination):

R2# configure terminal



R2(config)# interface gigabitethernet 0/0/1 <- Interface facing the server

R2(config-if)# ip access-group 10 out <- Traffic leaving R2 towards the server is
filtered

R2(config-if)# exit

The next stage of your learning involves tackling more complex topics like OSPF/EIGRP
dynamic routing, advanced security features including Port Security and SSH, and

understanding wireless and automation concepts.

Ready to put this knowledge into practice? Get hands-on with problem-solving and

configuration debugging using our CCNA Challenges and Solutions!

Here are some practical, real-world scenarios that directly apply the networking

concepts you learn in the CCNA curriculum.

Small Office Network Setup (Switching & IP Addressing)

e Problem: A small startup requires 20 computers to be connected to the internet
for sharing files securely.

e CCNA Application: You connect all the PCs using a Layer 2 switch, such as a
Cisco 2960. Then you segregate the traffic using VLANSs: for example, VLAN 10
for employees and VLAN 20 for guests. You set up a DHCP server, which is
usually located on a router, to assign IP addresses and a subnet mask

automatically to all devices, preventing errors in manual assignments.

Enable Remote Work Access (NAT & VPN)

e Problem: Employees working at home need to access a file server inside the

corporate network in a secure manner.
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e CCNA Application: Once the employee accesses the internet, their internal
PC’s private IP address is translated to a public address using NAT by the border
router. More importantly, the remote user connects through a VPN that encrypts
their link across the public internet and ensures data confidentiality according to

the security and routing modules.

Branch Office Connectivity — Routing

e Problem: Two regional offices each supporting an internal network need to
communicate with one another.

e CCNA Application: You would employ routers at every branch location. You
then configure static routes, or-if the deployment is larger-dynamic routing
protocols such as OSPF (Open Shortest Path First) to exchange information
about the network automatically. The routing table informs the packets precisely
which way they will travel across the WAN link to get to the other office’s private

network.

These examples show how CCNA theory translates into foundational tasks for a
Network Engineer. Ready to build these networks yourself? Go through our list of CCNA

Project Ideas for some valuable practical experience!FAQs About

1. Can | teach myself CCNA?

Yes, absolutely. Self-study is feasible with official resources, video courses, and
simulation tools like Cisco Packet Tracer or GNS3 for hands-on practice. However,
success requires discipline in planning your studies, commitment, and a strong focus on
theory and lab configuration skills where you can get them in tutor-based experimental
learning.

2. What is CCNA salary?

CCNA salary for freshers in India will vary depending on location and experience. In

the US, CCNA entry-level professionals have an annual compensation that ranges
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between $70,000 and $85,000, while experienced professionals can earn over
$100,000. The average salary in India for CCNA is about %5 Lakhs per year, going
higher with experience.

3. Is CCNA very difficult?

The CCNA is generally classified as an intermediate challenge, more demanding than
entry-level certifications like CompTIA Network+, yet less challenging than CCNP. It
requires deep knowledge in network principles, IP connectivity, and Cisco CLI to
configure and perform practical troubleshooting.

4. Can you do CCNA in 3 months?

Well, yes, it is achievable within three months with a disciplined and structured plan. In
fact, this timeline typically requires dedicating 10—15 hours per week to study, especially
for those who are new to networking, with a high focus on hands-on lab practice.

5. Is CCNA still worth in 20257

It is still very valuable. The certification is future-proofed, including modern topics like
automation, cloud networking, and security. It is globally recognized, increases your job
prospects, and provides the foundation for all advanced IT networking roles.

6. Is CCNA lifetime?

No, CCNA certification is valid for three years from the date you passed the
examination. Recertification requires passing the current CCNA exam again, passing a
higher-level Cisco exam-like a CCNP core exam-or earning Continuing Education
credits.

7. 1s PMP harder than CCNA?

This is subjective, but many consider PMP harder because it's heavily scenario-based,
focusing on project management principles and people skills rather than rigid
technology rules. CCNA focuses more on technical knowledge, configuration, and
troubleshooting skills.

8. Is coding required in CCNA?

You are not required to be a programmer, but there is indeed a section in the exam on

Automation and Programmability, about 10 percent weight. You need to understand



concepts such as JSON, REST APIs, and what configuration management tools are
capable of, such as Ansible.

9. Is CCNA in high demand?

Yes, it does, as networking is the backbone of all modern IT systems, from cloud,
security, and loT. CCNA is that keyword recruiters look for, showcasing foundational
knowledge and problem-solving skills to prospective employers.

10. What is a passing score for CCNA?

Although Cisco doesn’t publish the exact passing score, the scaled score required to
pass is estimated at roughly 825 points out of 1000. This usually means that it is

necessary to get about 80-85% of the questions right in the exam.

You have now successfully walked through the critical practical steps for a CCNA
beginner: setting up your lab, understanding the basics, configuring essential IP
services, and implementing basic security. Hands-on is by far the best way to build
foundational knowledge both for the exam and your career in networking. Ready to
master all the advanced routing, security, and automation topics necessary for the

exam? Enroll in our full CCNA course in Chennai today and unlock your future as a

certified network professional!
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